Secret Server Installation Vista/Server 08
and Windows 7/Server 2008 R2

Table of Contents

REQUITEIMENS. ...t e e e et e e e e e e e e e e e e e s e e e e e e e e s nbbnn e e e e e e e s nnnneeeeeas 3
SYSIEM REQUITEIMENES. ......eiiiiiieiiiitti ettt e e e e e et e e e e e s e e e e e e e s nbbrr e e e e e s aannnneeeees 3
RECOMMENAALIONS. ...t s e e e n e e e s nreee s 3

Before YOU BeQIN.........cooiiii it e e e e e e e e e e e e e e e e e s s e e s s e s ssnnsansnnrssrnnsneeeens &
AAMINISTIALIVE ACCESS ... ietiiie ittt ettt ettt e e e e b et e e bt e e e s et esanbe e e e e anbe e e e s nneeeenaned 4
INSTAIIALION PTOCESS.......eiiiiiieiiiitte ettt e e e et e e e e e e e e e s e e ssb e e e e e e e nnnnreeaeeeas 4
[aES3 ez 1T o To T S PP PPRPPP PP 5

WINAOWS ViSta / WINAOWS .7........uuiiiiieiiiiiieee ettt e s e e e e nnnneeeeas 5
Windows Server 2008 / WINthe Server 2008 R2.........coouiiiiiiiieeiieie e 8
INStalling ASP.INET DefOre. LIS ... .o e 12
Installing ASP.NET 2.0 and the .NET Framework 3.5.SP1...............cooeei it 14
INstalling SQL SErvEr 2008.........ueeeiiiiiiiiiiie et e e e e e e s a e e e s s aenr e e ae s 15
Creating a SQL Server Dat@Dase.........cooiuuuiiiiieeeiiiii ittt e e e e 19
Creating the Database..........ooo i 19
Creating the SQL SEIVEIN USEL... ..ottt e e e e e e e e e e e e e e e e e e e e s s e e s s e e s e s eeanannes 19

Creating Secret SErver WEDSILE.............uuiiiiiiiiiiiiiiiiieeeee e e e e enenaee 20
INStalling @S @ ViIrtUal DIFECIOLY......uuuiriiiiieeiieiiieeieee ettt e e e e e bbb e erresaeeeees 20
Installing as part Of @ WEDSITE..........uuiiiiiiii e 24
ConfigurNg the PIPBIE. ... e e e e e e 26

Changing the Pipeling MOde..........ooo e e e e e e e e e e e e 26
Creating a New AppliCation PQOL..........oooi i e e e e e e e e aeaaeeas 26

TSy Po U o TR Y=o = ST =Y 28

Y o] 0 1= o [ O RPPSPP PP P PP TPPPP 29
SQL Server 2008 EXPreSSs Prer@QUISIIES. ......uviiiiiiiiiiiieee ettt e e 29
INSTAllING POWEISNEIL. ...t e e e e e 29

WINAOWS VISTaA. ...eeiiiiiiiiei ittt e e e e e e e e e s e e e e e e e e e e e e e e e e nnnrnes 29

Last revised7/9/2010



thycotic

LVAY T Lo [ )1LY AT /TP 29
Windows Server 2008 / WINAOWS Server 20@8.R......co.iieiiieiie et 29
AT LU= LYo o 01U ] £ 29



thycotic

Requirements

NOTEThis is the installation guide for Windows Vjsténdows 7 Windows Server 200&ndWindows
Server 2008 R2f you are looking for the installation guide for Windows XP and Windows Server 2003,
pleaseclick here

System Requirements
1. Microsoft SQL Server 2005 or kisoft SQL Server 2008.
2. One of the following operating systems:
1 Windows Server 2008
1 Windows Server 2008 R2
f MicrosoftWindows Vista Ultimategr Windows Vista Business
f  Microsoft Windows 7 Ultimate, or Windows 7 Professiénal
3. Microsoft Internet Information Services (11S) (Internal Part of Operating System)
4. Microsoft .NET Framework 3.5 with Service Pack 1. Botlitzihd 64-bit editions are

supported

NOTEWindows 7 and Windows Server 2008 R2 come with i .Nramework 3.5 SP1 already
installed(but may need to be enabled from the Server Role screéo) do not need to install
the .NET Framework if you are usomg of these operating systemsiit make sure it has been
enabled as a Server Role

Recommendati ons
1. SSL enable your Secret Server.
2. RunMicrosoft Updateon your server to make sure all components are up to date.

! Both 32bit and 64bit Editions of Windows are supported. You must install the progrsion of the .NET

Framework to support 64it.
2Windows Vista/7 is only supported for testing environments. Microsoft does not support this operating system as

a production environment.


http://updates.thycotic.net/link.ashx?Windows5InstallerGuide
http://update.microsoft.com/
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Before You Begin

Administrative Access
Throughout most of this installation, you will be requir® be an administrator to perform most of

these actions. Please ensure that you are logged on to your system with an account that has
Administrative permissions.

Installation Process
Components should be installedtims order.

Internet Information Services (11S)
ASP.NET 2/ONET Framework 3.5 SBindows Vista / Server 2008 Only)

SOL Server 2008
Secret Server

PwbdPRE



thycotic

Installing IS
IIS is an internal part of the Microsoft Windows Operating System. Installing it will vary depending
on which version of the Operating System you are using.

Windows Vista / Windows 7
Please ensure you have your Windows irataln disk available if the system asks for it. This disk
should have been included with the System Manufacturer or the Administrator that installed
Windows on that machine.

1. Start by clicking the Start Menu, then Control Panel.
2. hLISy GKS at NEZABRBRY A/ RYRNEBSIF GFySt AGSY®
3. hy GKS STl LI ySz OftA0] ac¢dzNYy 2AyR26a CSI 0 dzN



thycotic

4. A dialog like this should appear. It may take a moment or two for the system to load.

Windows Features @Elﬁ
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear itz check box. A filled
box means that only part of the feature is turned on.

= . Internet Information Services -
[] |, FTP Publishing Service
= O] Web Management Tools
[] |, IS6 Management Compatibility
[C] | 15 Management Console
[C] | TS Management Scripts and Tools
[C] || TS Management Service
= [H] | World Wide Web Services
= , Application Development Features
. MET Extensibility
| ASP
, ASP.MET
) Cal
. ISAPI Extensions
. ISAPT Filters
. Server-Side Includes
, Common Http Features
i [[] | Health and Diagnostics
[C] || Performance Features
= | Security

, Basic Authentication

m
-

OFEEOEOM

, Client Certificate Mapping Authentication

, Digest Authentication

) I5 Client Certificate Mapping Authentication
P Security

. Request Filtering

. URL Authorization I
. Windows Authentication -

OFEOOOOO

| ok || cance |

9ELI YRAYI GLYGSNYySO LYyT2NYIGA2y {SnAOS&aée B
5808t 2LIYSyd CSFadNBAaE | yeheckdtked teddadaEpentendies. @b 9 ¢ ¢
5, 9ELI YR &/ 2YY2y 1 GGLI CSFiGdNBaég ' yrR OKSO1l (KS
a. Static Content
b. Default Document
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6. 1 t A0] ahYéd 1 G GKAE LRAY(GZ 2AydReopemtngrtt Y26
a8aidvyos RAAL O

.
Microsoft Windows

Please wait while the features are configured.
This might take several minutes.

Cancel

L

7. At this point, IIS is now installed. Depending on your operating system, Windows may ask
you to restart your computer.

,2dz Oy @OSNRATe GKS AyadlfftlidAaAz2y 2F LL{ oeédaglLISyAy3
AO2Yy Ay GKSNB &aK2dzZ R y2¢ | LIISFENI OFffSR aLydSNySi

We recommend you run Windows Update to get the latest security patches for [IS once you have IIS
installed.
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Windows Server 2008 / Windows Server 2008 R2

To install Internet Irdrmation Services on Windows Server 200&erver 2008 R3ou will give your

serverthed2 S6 { SNIISNJ 6LL{0¢ NRf SO

1. . §3Ay 068 2L8yAiy3 GKS {SNBSNJ alyl I8N I YR

E.,_ Server Manager

File Action \iew Help

=10(x]

&2 7= H

i Server Manager (VMSERVEROS) Roles
E2)-oles

.E Configuration
Storage

":"RDI\SSummarv Roles Summary Help

* Roles: 0 of 17 installed 53; Add Roles

=
B Remove Roles

{E Last Refresh: 1/30/2009 12:33:04PM Configure refresh

i| Features
Diagnostics ~ View the health of the roles installed on your server and add or remove roles and features.
:

2./ ftA01 4! RR
3. { St SOG (KS

Add Roles Wizard

Select one or more roles to install on this server.

Server Roles Roles: Description:
FrrETEn P— " - Web Server (IIS) provides a reliable,
[ Act!\«'e D!recbory Cerhﬁabe S.erwoes manageable, and scalable Web
Progress [ Active Directory Domain Services application infrastructure.
— |:| Active Directory Federation Services
esu

[] Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[ application Server

D DHCP Server

D DNS Server

D Fax Server

[ ] File Services

[] Metwork Policy and Access Services

["] Print Services

[ Terminal Services

[] uDDI Services

rver (I15)

[ Windows Deployment Services
[] windows Server Update Services

More about server roles

< Previous I Mext = Install Cancel

ast

S

O..

i
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4. | t A0l 4bSEG Bé O

5. Selechkyd (GKS 2S00 {SNBSNIOGLL{OE NRfS

g Attt

GKA&d NREtSP 2KSYy GKS RAFfE23 FLIWSFNARTZ aStSO0 a!R

Add Roles Wizard x|

o Add features required for Web Server (lIS)?

You cannot install Web Server (I15) unless the required features are alzo installed.
Features: Description:

Windows Process Activation Service I*ﬁndcals_s F'FO'?ESHSS ﬁmti‘-'ationrrie;lwlioe )
eneralizes the rOCess el, removin

Process I'u'!odel jcghe dependency on IEI'I_I'F'. All the features 0?
Corfiguration APl IS that were previously available only to

HTTF applications are now available to

applications hosting Windows

Communication Foundation (WCF) services,

using non-HTTP protocels. 115 7.0 also uses .

[ Add Required Featurss | Cancel |

(i) Why are these features required?

4
6. 2 KSY FTalSR ¥2NJI UKS aSNBAOSE 2F UKS w2t S
Development.
Add Roles Wizard x|
ﬁ Select Role Services
Before You Begin Select the role services to install for Web Server (115):
Server Roles Role services: Description:
Web Server (IIS) = [ web server - AsP.NE‘I:l'provides a server side object
Ec Featu — oriented programming environment
S| ommon_ camres forbuilding Web sites and Web
Static Content applications usingmanaged code.
Default Document ASP.NET is not simply a new version
Progress Directory Browsing of ASP. Having been entirely re-
HTTP Errore architected to provide a highly
Results U productive programming experience
O Redirection based on the .NET Framework,
=[] Application Development ASP.NET provides arobust
[ ~sP.NET infrastructure far building web
[ .NET Extensibility _| @pplications.
[ asp
[ car
[] 15API Extensions
[] 15API Filters

[] server Side Indudes
= [E] Health and Diagnostics
HTTP Logging
[] Logging Tools
Request Monitor
[] Tracing
|:| Custom Logging LI

ARDC N amnina

More about role services

< Previous | Next > I Install Cancel
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7./ KSO1TAy3 da! {tdb9¢é¢ GgAff LINRBYLIW e2dz G2 ldzi2YF GA
' {t ®b9 ¢ @ {StSOG a! RR wSIjdANBR w2fS { SNBAOSas

Add Roles Wizard x|

--’5\: Add role services and features required for ASP.NET?

-y —

f

You cannot install ASP.NET unless the required role services and features are also installed.

BRole Services: Description:
= Web Server (IS} Wwieb Server (1S provides a reliable,
= Web Server manageable, and scalable \Web application
o infrastructure.
= Application Development
ISAP| Extensions
ISAPI Filters
MET BExtensibility
= Windows Process Activation Service
.MET Environmesrit

[ Add Required Role Services | Cancel |

(i) Why are these role services and features required? y

8. 1faz2z SyadaNB GKIFIG a{dFIGA0 /1 2yGSy(iétedubderf!l dzf G 52
G/ 2YY2y 1 ¢¢t CSIGdzNB&aé o

9. / t A0l 4abSEG BéO

10. After confirming your installation, the installation will begin

Add Roles Wizard

ﬁ Installation Progress

Before You Begin The following roles, role services, or features are being installed:
Server Roles Web Server (I15)
Web Server (115
@) Windows Process Activation Service
Role Services

Confirmation

Results

glﬁ

Initializing installation. ..

< Previous Mext > Instal Cancel

10
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11. Finally once the installation is complete, a summary dialog will appear.

Add Roles Wizard

ﬁ Installation Results

Before You Begin . . .
The following roles, role services, or features were installed successfully:
Server Roles

Weh Server (I15) ¥ Web Server (IIS) '@' Installation succeeded
Role Services v {Windows Process Activation service ! () Installation succeeded

Confirmation

Progress

Results

Print, e-mail, or save the installation report

< Previous ext = | Close

Canecel

12/ t A0l a/tz2aS¢o

Your server is now configured to run Secret Serve

11
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Installing ASP.NET before IIS
NOTEThis is only applicable to Windows 7 and Windows Server 2008.

We recommend installing 11S before you install ASP.NET. However, if the .NET Frea8rewask
already installed before IIS was, there are some additietegps required to configure ASP.NET in IIS.
You must register ASP.NET in IIS. This step is only necessary if you installed the .NET R3&nework
before IIS.

1. . S3aAAy o0& OftAO1iAy3a {GINI B wdzys (GKSy GeLIS Ay OY

= Typethe name of a prograrm, folder, document, or Internet
resource, and Windows will open it for you.

Open: cmd.exe -

| ok || Cancel || Browse.

2. Atthe command prompt, fyed OR 72 2 LNtickokofeNETFramework@H ®n dpnTtHT € | YR
press enter.

TIP If you are using the x64 Edition of Windows and the .NET Framework, you shauld use
ad OR 272 2 \NbicokofeNETFramework6¥@H ®n dp N T H T £

3. ¢KSY Fd GKS O2YYl YR iskkB /N add pressientedSThedASRNEY S G W NS I A
registration into I1IS will then begin. After a few moments, AEH will be registered in IIS.

Warning: This command requires elevated privileges in Vista if UAC (User Account Contiol) is
enabled.You can do this bypening the start menu, find the Command Prompt, riglitk,

YR aStSOG awdzy Fa ! RYAYAAOGANF 02NE D wdzyyRy3a Al
0 KS S\NMPBras accurred: 0x80004005 Unspecified @rrdr

12
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BN Administrator: Command Prompt (x64)

C=“Mindows“Microsoft .MET“Frameworkbd w2 _B.58727>aspnet_regiis.exe ~1i
Finished installing ASP.NET <(2.8.58727>.

C=“MWindows“Microsof t .NET“Frameworko4d w2 . B.58727>_

4. ASP.NET is now correctly regrsd.

13
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Installing ASP.NET 2.0 and the .NET Framework 3.5 SP1

TIP:We recommend installing 1IS before you complete this process.
TIP:This is only applicable to Windows 7 and Windows Server 2008.

1. Begin bydownloadingthe .NET Framework 3&P1

2. Execute the download to begin the installation process.

3. Once setup is complete, ASP.Ntad the .NET Framewosgke now properly installed on yar
system.

WARNINGMicrosoft has released an update for the .NET Framework 3.5 SP1 which contains
compatibility fixes for applications running on previous versions of the .NET Framework. It is
recommended that this update is installed after the .NET Fraonke 3.5 SP1 has been installed.

It can be downloaded heréittp://support.microsoft.com/kb/959209

14



http://www.microsoft.com/downloads/details.aspx?familyid=ab99342f-5d1a-413d-8319-81da479ab0d7&displaylang=en
http://support.microsoft.com/kb/959209

thycotic

Installing SQL Server 2008
We recommend using SQL Server0®free edition called S(Berver 20BExpress is available to
downloadfor free.

WARNINGSQL Server 2008 SP1 must be installed immediately after theatistails complete to
resolve compatibility issues with Windows 7 and Windows Server 2008 R2.

WARNINGSQL Server 2008 Express has some prerequisites that must be installed first. Please sge our
appendixfor required softwaie for SQL Server 2008 Express.

The instructions given below are for the SQL&BRpress Editiowith Tools The installation processes
for other editions such as Enterprise or Standard may be similar, but not the same.

TIP. There are several editions ofv [ { SNBSNJ nnny 9 ELINB & & ©QL2SErveNE 02 YY Sy
2008 Express with Tosélsd

1. Downlead the installation package, righif A 01 AG FyR &St SOG awdzy I a !

UAC enabled.
2. CNBY (GKS ¢St 02YS aONBSysztndebut SOG aLyadlftliA2yE

15


http://www.microsoft.com/downloads/details.aspx?FamilyId=7522A683-4CB2-454E-B908-E805E9BD4E28&displaylang=en
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Planning ‘%ﬁ Mew SQL Server stand-alone installation or add features to an

existing installation

Installation

Launch a wizard to install SQL Server 2008 in a non-clustered
Maintenance environment or to add features to an existing S5QL Server 2008

instance.
Tools
Resources ‘Eﬁ Mew SQL Server failover cluster installation

Launch a wizard to install a single-node SQL Server 2008
Advanced failover cluster.
Options o :‘Fﬁ' Add node to a SQL Server failover cluster

A

Launch a wizard to add a node to an existing SQL Server 2008
failover cluster.

ﬁ“’ Upgrade from SQL Server 2000 or SQL Server 2005

Launch a wizard to upgrade SQL Server 2000 or SQL Server
2005 to SQL Server 2008, Before you upgrade, you should run
the Upgrade Advisor to detect potential problems.

== Search for product updates

Search Microsoft Update for SQL Server 2008 product
updates,

&, §k5f Server2008

3. {StSOG abSg {v[ {-SlonDibshlatioy ér add fedturesd th @nyéxisting I y R
AyaldlrttlridAazyéo
4. SQL Server will then initialize your installation.

16



thycntic

5. {v[ {SNBSNIYlI& al &2dz (2 Ayadlft a2vy$s LINBLI NI
FETTTTRRSL - e o e

Setup Support Files

Click Install to install Setup Support files. To install or update SQL Server 2008, these files are required.

Setup Support Files The following components are required for SQL Server Setup:

Feature Name Status
Setup Support Files In Pregress

Performing Windows Installer actions.

| < Back | | Install | [ Cancel ]

6. Cori AydzS (2 OtAO| ySEG dzyiAat GKS 4CSIddNB { St 80O

17
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7. {StSOG a51Ldr06lFaS 9y3aAAyS {SNBAOE axS i YRI aeld & BSa

8. ! YRSNJ aLyatlyOS /2y FA3adNI GA2yé Ot A0l abSEGE®

9. Ensure your environment meets all of your Disk Space reaunts.

10.C2NJ a{ SNIBSNJ / 2y FAIdzNF GA2yé¢ Of A0l a!asS (G4KS &l Ys
a. ' YRSNJ 0KS a! O02dzyi bl YSé RNBOQXRBwY {a&w#iLASE

b. Do not enter anything into the password field.

c. | tA01 ahyYéo

d / fA01 &abSEGE

11. For Databas&ngine Configurationhe installer will then ask you if you want to enable Mixed
Mode or Windows only mode. If you intend on using a SQL Server account to authenticate
Secret Server to your SQL Server, you should select Mixed. Otherwise, choose Wirsitogva. U
SQL Account is easier to set up Secret Server.

[t A Ql i K S ) a
12./ 2y UAydzS 02
options look correct.

13. SQL Servet008 Express is how installed.

R / dzZNNByd ! aSNE F2NJ 0KS a{v[ { SNV
f

R
Ot A0l ySEG dzyiiAft GKS awSlIRe& G2 Lya

TIP:We recommend running Microsoft Update to get all of the latest service packs and fixes for SQL
2008.

18




































