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Requirements  

NOTE: This is the installation guide for Windows Vista, Windows 7, Windows Server 2008, and Windows 

Server 2008 R2. If you are looking for the installation guide for Windows XP and Windows Server 2003, 

please click here. 

System Requirements  
1. Microsoft SQL Server 2005 or Microsoft SQL Server 2008. 

2. One of the following operating systems: 

¶ Windows Server 20081 

¶ Windows Server 2008 R2 

¶ Microsoft Windows Vista Ultimate, or Windows Vista Business2. 

¶ Microsoft Windows 7 Ultimate, or Windows 7 Professional2. 

3. Microsoft Internet Information Services (IIS) (Internal Part of Operating System) 

4. Microsoft .NET Framework 3.5 with Service Pack 1. Both 32-bit and 64-bit editions are 

supported. 

NOTE: Windows 7 and Windows Server 2008 R2 come with the .NET Framework 3.5 SP1 already 

installed (but may need to be enabled from the Server Role screen). You do not need to install 

the .NET Framework if you are using one of these operating systems, but make sure it has been 

enabled as a Server Role. 

Recommendati ons 
1. SSL enable your Secret Server. 

2. Run Microsoft Update on your server to make sure all components are up to date. 

  

                                                           
1
 Both 32-bit and 64-bit Editions of Windows are supported. You must install the proper version of the .NET 

Framework to support 64-bit. 
2
 Windows Vista/7 is only supported for testing environments. Microsoft does not support this operating system as 

a production environment. 

http://updates.thycotic.net/link.ashx?Windows5InstallerGuide
http://update.microsoft.com/
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Before You Begin 

Administrative Access  
Throughout most of this installation, you will be required to be an administrator to perform most of 

these actions. Please ensure that you are logged on to your system with an account that has 

Administrative permissions. 

Installation Process  
Components should be installed in this order. 

1. Internet Information Services (IIS) 

2. ASP.NET 2.0 / .NET Framework 3.5 SP1 (Windows Vista / Server 2008 Only) 

3. SQL Server 2008 

4. Secret Server 
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Installing IIS  
IIS is an internal part of the Microsoft Windows Operating System. Installing it will vary depending 

on which version of the Operating System you are using. 

Windows Vista  / Windows 7  

Please ensure you have your Windows installation disk available if the system asks for it. This disk 

should have been included with the System Manufacturer or the Administrator that installed 

Windows on that machine. 

1. Start by clicking the Start Menu, then Control Panel. 

2. hǇŜƴ ǘƘŜ άtǊƻƎǊŀƳǎ ŀƴŘ CŜŀǘǳǊŜǎέ /ƻƴǘǊƻƭ tŀƴŜƭ ƛǘŜƳΦ 

3. hƴ ǘƘŜ ƭŜŦǘ ǇŀƴŜΣ ŎƭƛŎƪ ά¢ǳǊƴ ²ƛƴŘƻǿǎ CŜŀǘǳǊŜǎ ƻƴ ƻǊ ƻŦŦέΦ 
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4. A dialog like this should appear. It may take a moment or two for the system to load. 

 
 

9ȄǇŀƴŘƛƴƎ άLƴǘŜǊƴŜǘ LƴŦƻǊƳŀǘƛƻƴ {ŜǊǾƛŎŜǎέ Ҕ ά²ƻǊƭŘ ²ƛŘŜ ²Ŝō {ŜǊǾƛŎŜǎέ Ҕ ά!ǇǇƭƛŎŀǘƛon 

5ŜǾŜƭƻǇƳŜƴǘ CŜŀǘǳǊŜǎέ ŀƴŘ ŎƘŜŎƪƛƴƎ ά!{tΦb9¢έ ǿƛƭƭ ŀƭǎƻ check other needed dependencies. 

5. 9ȄǇŀƴŘ ά/ƻƳƳƻƴ IǘǘǇ CŜŀǘǳǊŜǎέ ŀƴŘ ŎƘŜŎƪ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥ 

a. Static Content 

b. Default Document  
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6. /ƭƛŎƪ άhYέΦ !ǘ ǘƘƛǎ ǇƻƛƴǘΣ ²ƛƴŘƻǿǎ ǿƛƭƭ ƴƻǿ ƛƴǎǘŀƭƭ LL{Φ Lǘ Ƴŀȅ ŀǎƪ ȅƻǳ ŦƻǊ ȅour operating 

ǎȅǎǘŜƳΩǎ ŘƛǎƪΦ 

 

7. At this point, IIS is now installed. Depending on your operating system, Windows may ask 
you to restart your computer.  

 
¸ƻǳ Ŏŀƴ ǾŜǊƛŦȅ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ƻŦ LL{ ōȅ ƻǇŜƴƛƴƎ ǘƘŜ /ƻƴǘǊƻƭ tŀƴŜƭΣ ŎƭƛŎƪƛƴƎ ά!ŘƳƛƴƛǎǘǊŀǘƛǾŜ ¢ƻƻƭǎέΣ ŀƴd an 

ƛŎƻƴ ƛƴ ǘƘŜǊŜ ǎƘƻǳƭŘ ƴƻǿ ŀǇǇŜŀǊ ŎŀƭƭŜŘ άLƴǘŜǊƴŜǘ LƴŦƻǊƳŀǘƛƻƴ {ŜǊǾƛŎŜǎέΦ  

We recommend you run Windows Update to get the latest security patches for IIS once you have IIS 

installed. 
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Windows Server 2008  / Windows Server 2008 R2  

To install Internet Information Services on Windows Server 2008 or Server 2008 R2, you will give your 

server the ά²Ŝō {ŜǊǾŜǊ όLL{ύέ ǊƻƭŜΦ 

1. .ŜƎƛƴ ōȅ ƻǇŜƴƛƴƎ ǘƘŜ {ŜǊǾŜǊ aŀƴŀƎŜǊ ŀƴŘ ǎŜƭŜŎǘƛƴƎ άwƻƭŜǎέ 

 
 

2. /ƭƛŎƪ ά!ŘŘ wƻƭŜǎέΦ 

3. {ŜƭŜŎǘ ǘƘŜ ά²Ŝō {ŜǊǾŜǊ όLL{ύέ ǊƻƭŜΦ 
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4. /ƭƛŎƪ άbŜȄǘ ҔέΦ 

5. SelectƛƴƎ ǘƘŜ ά²Ŝō {ŜǊǾŜǊ όLL{ύέ ǊƻƭŜ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǎŜƭŜŎǘ ŀƭƭ ƻŦ ǘƘŜ ŦŜŀǘǳǊŜǎ ƴŜŜŘŜŘ ǘƻ Ǌǳƴ 

ǘƘƛǎ ǊƻƭŜΦ ²ƘŜƴ ǘƘŜ ŘƛŀƭƻƎ ŀǇǇŜŀǊǎΣ ǎŜƭŜŎǘ ά!ŘŘ wŜǉǳƛǊŜŘ CŜŀǘǳǊŜǎέΦ 

 
 

6. ²ƘŜƴ ŀǎƪŜŘ ŦƻǊ ǘƘŜ ǎŜǊǾƛŎŜǎ ƻŦ ǘƘŜ wƻƭŜ ȅƻǳ ǿŀƴǘ ǘƻ ŜƴŀōƭŜΣ ǎŜƭŜŎǘ ά!{tΦb9¢έ ǳƴŘŜǊ !ǇǇƭƛŎŀǘƛƻn 

Development. 
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7. /ƘŜŎƪƛƴƎ ά!{tΦb9¢έ ǿƛƭƭ ǇǊƻƳǇǘ ȅƻǳ ǘƻ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŎƘŜŎƪ ƻǘƘŜǊ ǊƻƭŜ ǎŜǊǾƛŎŜǎ ƴŜŜŘŜŘ ǘƻ Ǌǳƴ 

!{tΦb9¢Φ  {ŜƭŜŎǘ ά!ŘŘ wŜǉǳƛǊŜŘ wƻƭŜ {ŜǊǾƛŎŜǎέ ǘƻ ŎƻƴǘƛƴǳŜΦ 

 

 

8. !ƭǎƻ ŜƴǎǳǊŜ ǘƘŀǘ ά{ǘŀǘƛŎ /ƻƴǘŜƴǘέΣ ά5ŜŦŀǳƭǘ 5ƻŎǳƳŜƴǘέΣ ŀƴŘ άI¢¢t 9ǊǊƻǊǎέ ŀǊŜ ǎŜƭŜŎted under 

ά/ƻƳƳƻƴ I¢¢t CŜŀǘǳǊŜǎέΦ 

9. /ƭƛŎƪ άbŜȄǘ ҔέΦ 

10. After confirming your installation, the installation will begin 
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11. Finally once the installation is complete, a summary dialog will appear. 

 
12. /ƭƛŎƪ ά/ƭƻǎŜέΦ 

Your server is now configured to run Secret Server. 
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Installing ASP.NET before IIS 

NOTE: This is only applicable to Windows 7 and Windows Server 2008. 

We recommend installing IIS before you install ASP.NET. However, if the .NET Framework 3.5 was 

already installed before IIS was, there are some additional steps required to configure ASP.NET in IIS. 

You must register ASP.NET in IIS. This step is only necessary if you installed the .NET Framework 3.5 

before IIS. 

1. .ŜƎƛƴ ōȅ ŎƭƛŎƪƛƴƎ {ǘŀǊǘ Ҕ wǳƴΣ ǘƘŜƴ ǘȅǇŜ ƛƴ ŎƳŘΦŜȄŜ ŀƴŘ ŎƭƛŎƪ άhYέ  

 
 

2. At the command prompt, type άŎŘ ҈²Lb5Lw҈\Microsoft.NET\Framework\ǾнΦлΦрлтнтέ ŀƴŘ 

press enter.  

TIP: If you are using the x64 Edition of Windows and the .NET Framework, you should use:  

άŎŘ ҈²Lb5Lw҈\Microsoft.NET\Framework64\ǾнΦлΦрлтнтέ 

3. ¢ƘŜƴ ŀǘ ǘƘŜ ŎƻƳƳŀƴŘ ǇǊƻƳǇǘΣ ǘȅǇŜ άŀǎǇƴŜǘψǊŜƎƛis.exe /i" and press enter. The ASP.NET 
registration into IIS will then begin. After a few moments, ASP.NET will be registered in IIS. 
 

Warning: This command requires elevated privileges in Vista if UAC (User Account Control) is 

enabled. You can do this by opening the start menu, find the Command Prompt, right-click, 

ŀƴŘ ǎŜƭŜŎǘ άwǳƴ ŀǎ !ŘƳƛƴƛǎǘǊŀǘƻǊέΦ wǳƴƴƛƴƎ ƛǘ ǿƛǘƘƻǳǘ !ŘƳƛƴƛǎǘǊŀǘƛǾŜ tǊƛǾƛƭŜƎŜǎ ǿƛƭƭ ǊŜǎǳƭǘ ƛƴ 

ǘƘŜ ŜǊǊƻǊ άAn error has occurred: 0x80004005 Unspecified errorέΦ 
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4. ASP.NET is now correctly registered.  
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Installing ASP.NET 2.0 and the .NET Framework 3.5 SP1 

TIP: We recommend installing IIS before you complete this process. 

TIP: This is only applicable to Windows 7 and Windows Server 2008. 

1. Begin by downloading the .NET Framework 3.5 SP1. 

2. Execute the download to begin the installation process. 

3. Once setup is complete, ASP.NET and the .NET Framework are now properly installed on your 

system. 

WARNING: Microsoft has released an update for the .NET Framework 3.5 SP1 which contains 

compatibility fixes for applications running on previous versions of the .NET Framework. It is 

recommended that this update is installed after the .NET Framework 3.5 SP1 has been installed. 

It can be downloaded here: http://support.microsoft.com/kb/959209  

 
 

 

 

 

 

 

 

 

 

 

 

 

  
 

http://www.microsoft.com/downloads/details.aspx?familyid=ab99342f-5d1a-413d-8319-81da479ab0d7&displaylang=en
http://support.microsoft.com/kb/959209
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Installing SQL Server 2008  
We recommend using SQL Server 2008. A free edition called SQL Server 2008 Express is available to 

download for free. 

WARNING: SQL Server 2008 SP1 must be installed immediately after the installation is complete to 

resolve compatibility issues with Windows 7 and Windows Server 2008 R2. 

WARNING: SQL Server 2008 Express has some prerequisites that must be installed first. Please see our 

appendix for required software for SQL Server 2008 Express. 

The instructions given below are for the SQL 2008 Express Edition with Tools. The installation processes 

for other editions such as Enterprise or Standard may be similar, but not the same. 

TIP: There are several editions of {v[ {ŜǊǾŜǊ нллу 9ȄǇǊŜǎǎΦ ²Ŝ ǊŜŎƻƳƳŜƴŘ ŘƻǿƴƭƻŀŘƛƴƎ άSQL Server 

2008 Express with ToolsέΦ 

1. Download the installation package, right-ŎƭƛŎƪ ƛǘ ŀƴŘ ǎŜƭŜŎǘ άwǳƴ ŀǎ !ŘƳƛƴƛǎǘǊŀǘƻǊέ ƛŦ ȅƻǳ ƘŀǾŜ 

UAC enabled. 

2. CǊƻƳ ǘƘŜ ǿŜƭŎƻƳŜ ǎŎǊŜŜƴΣ ǎŜƭŜŎǘ άLƴǎǘŀƭƭŀǘƛƻƴέ ŦǊƻƳ ǘƘŜ ƭŜŦt menu. 

http://www.microsoft.com/downloads/details.aspx?FamilyId=7522A683-4CB2-454E-B908-E805E9BD4E28&displaylang=en
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3. {ŜƭŜŎǘ άbŜǿ {v[ {ŜǊǾŜǊ ƛƴǎǘŀƭƭŀǘƛƻƴ ǎǘŀƴŘ-alone installation or add features to an existing 

ƛƴǎǘŀƭƭŀǘƛƻƴέΦ 

4. SQL Server will then initialize your installation. 
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5. {v[ {ŜǊǾŜǊ Ƴŀȅ ŀǎƪ ȅƻǳ ǘƻ ƛƴǎǘŀƭƭ ǎƻƳŜ ǇǊŜǇŀǊŀǘƛƻƴ ŦƛƭŜǎ ŦƛǊǎǘΦ {ŜƭŜŎǘ άLƴǎǘŀƭƭέ 

 
 

6. ConǘƛƴǳŜ ǘƻ ŎƭƛŎƪ ƴŜȄǘ ǳƴǘƛƭ ǘƘŜ άCŜŀǘǳǊŜ {ŜƭŜŎǘƛƻƴ ǎŎǊŜŜƴ ƛǎ ƴŜȄǘέ 
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7. {ŜƭŜŎǘ ά5ŀǘŀōŀǎŜ 9ƴƎƛƴŜ {ŜǊǾƛŎŜǎέ ŀƴŘ άaŀƴŀƎŜƳŜƴǘ ¢ƻƻƭǎ ς .ŀǎƛŎέ ŀƴŘ ǎŜƭŜŎǘ άbŜȄǘέΦ 

 
 

8. ¦ƴŘŜǊ άLƴǎǘŀƴŎŜ /ƻƴŦƛƎǳǊŀǘƛƻƴέ ŎƭƛŎƪ άbŜȄǘέΦ 

9. Ensure your environment meets all of your Disk Space requirements. 

10. CƻǊ ά{ŜǊǾŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴέ ŎƭƛŎƪ ά¦ǎŜ ǘƘŜ ǎŀƳŜ ŀŎŎƻǳƴǘ ŦƻǊ ŀƭƭ {v[ {ŜǊǾŜǊ ǎŜǊǾƛŎŜǎέΦ 

a. ¦ƴŘŜǊ ǘƘŜ ά!ŎŎƻǳƴǘ bŀƳŜέ ŘǊƻǇ Řƻǿƴ ƭƛǎǘ ǎŜƭŜŎǘ άb¢ !¦¢IhwL¢¸\b9¢²hwY {9w±L/9έ 

b. Do not enter anything into the password field. 

c. /ƭƛŎƪ άhYέΦ 

d. /ƭƛŎƪ άbŜȄǘέ 

11. For Database Engine Configuration, the installer will then ask you if you want to enable Mixed 
Mode or Windows only mode. If you intend on using a SQL Server account to authenticate 
Secret Server to your SQL Server, you should select Mixed. Otherwise, choose Windows. Using a 
SQL Account is easier to set up Secret Server.  
 
/ƭƛŎƪ ǘƘŜ ά!ŘŘ /ǳǊǊŜƴǘ ¦ǎŜǊέ ŦƻǊ ǘƘŜ ά{v[ {ŜǊǾŜǊ !ŘƳƛƴƛǎǘǊŀǘƻǊǎέΦ 

12. /ƻƴǘƛƴǳŜ ǘƻ ŎƭƛŎƪ ƴŜȄǘ ǳƴǘƛƭ ǘƘŜ άwŜŀŘȅ ǘƻ Lƴǎǘŀƭƭέ ǎǘŜǇ ƛǎ ǊŜŀŎƘŜŘΦ 9ƴǎǳǊŜ ŀƭƭ ƻŦ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 

options look correct. 

13. SQL Server 2008 Express is now installed. 

TIP: We recommend running Microsoft Update to get all of the latest service packs and fixes for SQL 

2008. 
























