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Requirements

NOTE: This is the installation guide for Windows Vista, Windows 7, Windows Server 2008, and Windows
Server 2008 R2. If you are looking for the installation guide for Windows XP and Windows Server 2003,
please click here.

System Requirements
1. Microsoft SQL Server 2005 or Microsoft SQL Server 2008.
2. One of the following operating systems:
e Windows Server 2008
e Windows Server 2008 R2
e Microsoft Windows Vista Ultimate, or Windows Vista Business®.
e Microsoft Windows 7 Ultimate, or Windows 7 Professional®.
3. Microsoft Internet Information Services (lIS) (Internal Part of Operating System)
4. Microsoft .NET Framework 3.5 with Service Pack 1. Both 32-bit and 64-bit editions are
supported.

NOTE: Windows 7 and Windows Server 2008 R2 come with the .NET Framework 3.5 SP1 already
installed (but may need to be enabled from the Server Role screen). You do not need to install
the .NET Framework if you are using one of these operating systems, but make sure it has been
enabled as a Server Role.

Recommendations
1. SSL enable your Secret Server.
2. Run Microsoft Update on your server to make sure all components are up to date.

! Both 32-bit and 64-bit Editions of Windows are supported. You must install the proper version of the .NET
Framework to support 64-bit.

? Windows Vista/7 is only supported for testing environments. Microsoft does not support this operating system as
a production environment.


http://updates.thycotic.net/link.ashx?Windows5InstallerGuide
http://update.microsoft.com/

thycotic

Before You Begin

Administrative Access
Throughout most of this installation, you will be required to be an administrator to perform most of
these actions. Please ensure that you are logged on to your system with an account that has

Administrative permissions.

Installation Process
Components should be installed in this order.

Internet Information Services (lIS)

ASP.NET 2.0 / .NET Framework 3.5 SP1 (Windows Vista / Server 2008 Only)
SQL Server 2008

Secret Server

P wNhPe
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Installing IIS
[IS is an internal part of the Microsoft Windows Operating System. Installing it will vary depending
on which version of the Operating System you are using.

Windows Vista / Windows 7
Please ensure you have your Windows installation disk available if the system asks for it. This disk
should have been included with the System Manufacturer or the Administrator that installed
Windows on that machine.

1. Start by clicking the Start Menu, then Control Panel.
2. Open the “Programs and Features” Control Panel item.
3. Onthe left pane, click “Turn Windows Features on or off”.
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4. A dialog like this should appear. It may take a moment or two for the system to load.

Windows Features E@ﬁ

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear itz check box. A filled
box means that only part of the feature is turned on.

= . Internet Information Services -
@ [C] |, FTP Publishing Service
= O] Web Management Tools
[] |, IS6 Management Compatibility
[C] | 15 Management Console
[C] | TS Management Scripts and Tools
[C] || TS Management Service
= [H] | World Wide Web Services
= , Application Development Features
. MET Extensibility
| ASP
, ASP.MET
) Cal
. ISAPI Extensions
. ISAPT Filters
. Server-Side Includes
, Common Http Features
i [[] | Health and Diagnostics
[C] || Performance Features
| = | Security

, Basic Authentication

m
-

OFEEOEOM

, Client Certificate Mapping Authentication

, Digest Authentication

) I5 Client Certificate Mapping Authentication
P Security

. Request Filtering

. URL Authorization I
. Windows Authentication -

OFEOOOOO

OK ] ’ Cancel

Expanding “Internet Information Services” > “World Wide Web Services” > “Application
Development Features” and checking “ASP.NET” will also check other needed dependencies.
5. Expand “Common Http Features” and check the following:
a. Static Content
b. Default Document
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6. Click “OK”. At this point, Windows will now install IIS. It may ask you for your operating
system’s disk.

Microsoft Windows

Please wait while the features are configured.
This might take several minutes.

Cancel

L

7. At this point, IIS is now installed. Depending on your operating system, Windows may ask
you to restart your computer.

You can verify the installation of 1IS by opening the Control Panel, clicking “Administrative Tools”, and an
icon in there should now appear called “Internet Information Services”.

We recommend you run Windows Update to get the latest security patches for IIS once you have 1IS
installed.
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Windows Server 2008 / Windows Server 2008 R2

To install Internet Information Services on Windows Server 2008 or Server 2008 R2, you will give your
server the “Web Server (11S)” role.

1. Begin by opening the Server Manager and selecting “Roles”

E., Server Manager

=10l x|
File Acton View Help
&= ?[=H

i Server Manager (VMSERVEROS) Roles

-

i| Features

“m Diagnostics 2 View the health of the roles installed on your server and add or remove roles and features.
= & Configuration

Storage

"Z"RnlsSummarv E Roles Summary Help

* Roles: 0 of 17 installed 33; Add Roles

=
B Remove Roles

{E Last Refresh: 1/30/2009 12:33:04PM Configure refresh

2. Click “Add Roles”.
3. Select the “Web Server (IIS)” role.

Add Roles Wizard

Select one or more roles to install on this server.

Server Roles Roles: Description:
FrrETEn P— " - Web Server (IIS) provides a reliable,
[ Act!\«'e D!recbory Cerhﬁabe S.erwoes manageable, and scalable Web
Progress [ Active Directory Domain Services application infrastructure.
— |:| Active Directory Federation Services
esu

[] Active Directory Lightweight Directory Services

[ Active Directory Rights Management Services

[ application Server

D DHCP Server

D DNS Server

D Fax Server

[ ] File Services

[] Metwork Policy and Access Services

["] Print Services

[ Terminal Services

[] uDDI Services
Web Serv

[ Windows Deployment Services

[] windows Server Update Services

More about server roles

< Previous I Mext = Install Cancel
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4. Click “Next >”.
5. Selecting the “Web Server (1IS)” role will automatically select all of the features needed to run
this role. When the dialog appears, select “Add Required Features”.

Add Roles Wizard x|
..’"*:; Add features required for Web Server (lIS)?
-
| You cannot install Web Server {11S) unless the required features are also installed.
Features: Description:
Windows Process Activation Service Windows Process Activation Service
generalizes the 1S process model, remaoving
Process I'u'!odel the dependency on HTTP. All the features of
Corfiguration APl IS that were previously available only to
HTTF applications are now available to
applications hosting Windows
Communication Foundation (WCF) services,
using non-HTTP protocels. 115 7.0 also uses .
[ Add Required Featurss | Cancel |
@ Why are these features required?
A

6. When asked for the services of the Role you want to enable, select “ASP.NET” under Application
Development.

Add Roles Wizard x|
ﬁ Select Role Services
Before You Begin Select the role services to install for Web Server (115):
Server Roles Role services: Description:
e sever (19 5 e sene =] Aseiorondes soenericeoiea
&= @ commen Features forbuilding Web sites and Web
Static Content applications usingmanaged code.
Default Document ASP.NET is not simply a new version
Progress Directory Browsing of :SP. Hadving beerélenti'-ll'elzlr&
TP architected to provide a highly
Results Erro.rs X productive programming experience
O Redirection based on the .NET Framework,
=[] Application Development ASP.NET provides arobust
[ ~sP.NET infrastructure far building web
[ .NET Extensibility __| applications.
[ asp
[ car
[] 15API Extensions
[] 15API Filters

[] server Side Indudes
= [E] Health and Diagnostics
HTTP Logging
[] Logging Tools
Request Monitor
[] Tracing
|:| Custom Logging LI

ARDC N amnina

More about role services

< Previous | Next > I Install Cancel
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7. Checking “ASP.NET” will prompt you to automatically check other role services needed to run
ASP.NET. Select “Add Required Role Services” to continue.

Add Roles Wizard x|

-ri'\: Add role services and features required for ASP.NET?

You cannot install ASP.NET unless the required role services and features are also installed.

BRole Services: Description:
= Web Server (IS} Wwieb Server (1S provides a reliable,
= Web Server manageable, and scalable \Web application
o infrastructure.
= Application Development
ISAP| Extensions
ISAPI Filters
MET BExtensibility
= Windows Process Activation Service
.MET Environmesrit

[ Add Required Role Services | Cancel |

(i) Why are these role services and features required? y

8. Also ensure that “Static Content”, “Default Document”, and “HTTP Errors” are selected under
“Common HTTP Features”.

9. Click “Next >".

10. After confirming your installation, the installation will begin

Add Roles Wizard

ﬁ Installation Progress

Before You Begin The following roles, role services, or features are being installed:

Server Roles

Web Server (IIS)

Web Server (IIS)

Windows Process Activation Service
Role Services

Confirmation

Results

glﬁ

Initializing installation. ..

< Previous Mext > Instal Cancel

10
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11. Finally once the installation is complete, a summary dialog will appear.

Add Roles Wizard

ﬁ Installation Results

Before You Begin

The following roles, role services, or features were installed successfully:
Server Roles

Weh Server (I15) ¥ Web Server (IIS) '@' Installation succeeded
Role Services v {Windows Process Activation service ! () Installation succeeded

Confirmation

Progress

Results

Print, e-mail, or save the installation report

< Previous ext = | Close Cancel

12. Click “Close”.

Your server is now configured to run Secret Server.
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Installing ASP.NET before IIS
NOTE: This is only applicable to Windows 7 and Windows Server 2008.

We recommend installing IIS before you install ASP.NET. However, if the .NET Framework 3.5 was
already installed before IIS was, there are some additional steps required to configure ASP.NET in IIS.
You must register ASP.NET in IIS. This step is only necessary if you installed the .NET Framework 3.5
before IIS.

1. Begin by clicking Start > Run, then type in cmd.exe and click “OK”

T S =

= Typethe name of a prograrm, folder, document, or Internet
resource, and Windows will open it for you.

Open:

Cancel l’ Browse...

2. At the command prompt, type “cd %WINDIR%\Microsoft.NET\Framework\v2.0.50727" and
press enter.

TIP: If you are using the x64 Edition of Windows and the .NET Framework, you should use:
“cd %WINDIR%\Microsoft.NET\Framework64\v2.0.50727"

3. Then at the command prompt, type “aspnet_regiis.exe /i" and press enter. The ASP.NET
registration into IIS will then begin. After a few moments, ASP.NET will be registered in IIS.

Warning: This command requires elevated privileges in Vista if UAC (User Account Control) is
enabled. You can do this by opening the start menu, find the Command Prompt, right-click,
and select “Run as Administrator”. Running it without Administrative Privileges will result in
the error “An error has occurred: 0x80004005 Unspecified error”.

12
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BN Administrator: Command Prompt (x64)

C=“Mindows“Microsoft .MET“Frameworkbd w2 _B.58727>aspnet_regiis.exe ~1i
Finished installing ASP.NET <(2.8.58727>.

C=“MWindows“Microsof t .NET“Frameworko4d w2 . B.58727>_

4. ASP.NET is now correctly registered.

13
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Installing ASP.NET 2.0 and the .NET Framework 3.5 SP1

TIP: We recommend installing 1IS before you complete this process.
TIP: This is only applicable to Windows 7 and Windows Server 2008.

Begin by downloading the .NET Framework 3.5 SP1.
Execute the download to begin the installation process.

3. Once setup is complete, ASP.NET and the .NET Framework are now properly installed on your
system.

WARNING: Microsoft has released an update for the .NET Framework 3.5 SP1 which contains
compatibility fixes for applications running on previous versions of the .NET Framework. It is
recommended that this update is installed after the .NET Framework 3.5 SP1 has been installed.

It can be downloaded here: http://support.microsoft.com/kb/959209

14
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Installing SQL Server 2008
We recommend using SQL Server 2008. A free edition called SQL Server 2008 Express is available to

download for free.

WARNING: SQL Server 2008 SP1 must be installed immediately after the installation is complete to
resolve compatibility issues with Windows 7 and Windows Server 2008 R2.

WARNING: SQL Server 2008 Express has some prerequisites that must be installed first. Please see our
appendix for required software for SQL Server 2008 Express.

The instructions given below are for the SQL 2008 Express Edition with Tools. The installation processes
for other editions such as Enterprise or Standard may be similar, but not the same.

TIP: There are several editions of SQL Server 2008 Express. We recommend downloading “SQL Server
2008 Express with Tools”.

1. Download the installation package, right-click it and select “Run as Administrator” if you have
UAC enabled.
2. From the welcome screen, select “Installation” from the left menu.

15
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Planning % Mew SQL Server stand-alone installation or add features to an

) existing installation
Launch a wizard to install SQL Server 2008 in a non-clustered
Maintenance environment or to add features to an existing SQL Server 2008
instance.
Tools

Resources % Mew SQL Server failover cluster installation

Launch a wizard to install a single-node SQL Server 2008

Advanced failover cluster.

Options é“ﬁ Add node to a SQL Server failover cluster

Launch a wizard to add a node to an existing SQL Server 2008
failover cluster.

ﬁ Upgrade from SQL Server 2000 or SQL Server 2005

Launch a wizard to upgrade SQL Server 2000 or SQL Server
2005 to SQL Server 2008, Before you upgrade, you should run
the Upgrade Advisor to detect potential problems.

== Search for product updates

Search Microsoft Update for SQL Server 2008 product
updates,

F Mirosafts
&, L Server2o08

3. Select “New SQL Server installation stand-alone installation or add features to an existing
installation”.
4. SQL Server will then initialize your installation.
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5. SQL Server may ask you to install some preparation files first. Select “Install”

Setup Support Files

Click Install to install Setup Support files. To install or update SQL Server 2008, these files are required.

Setup Support Files The following components are required for SQL Server Setup:

Feature Name Status
Setup Support Files In Pregress

Performing Windows Installer actions.

| < Back | | Install | [ Cancel ]

6. Continue to click next until the “Feature Selection screen is next”

17
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7. Select “Database Engine Services” and “Management Tools — Basic” and select “Next”.

1
FEEmTEYy o e

Feature Selection

Select the Express with Advanced Services features to install. For clustered installations, enly Database Engine Services
and Analysis Services can be clustered.

Setup Support Rules Eeatures: Description:

Installation Type Instance Features Includes Management Studie support for the
Product Key Database Engine Services Database Engine and SQL Server Express, SQL
License Terms [7] 5QL Server Replication Server command-line utility (SQLCMD), and

the SQL Server PowerShell prln\.rider.
Feature Selection Shared Features
Management Tools - Basic
5QL Client Connectivity SDK
Disk Space Requirements Redistributable Features

Server Configuration

Instance Cenfiguration

Database Engine Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Select All ” Unselect All ]

Shared feature directory: C\Program Files\Microsoft SQL Server!

[ < Back H Mext > H e H Help

8. Under “Instance Configuration” click “Next”.

9. Ensure your environment meets all of your Disk Space requirements.

10. For “Server Configuration” click “Use the same account for all SQL Server services”.

Under the “Account Name” drop down list select “NT AUTHORITY\NETWORK SERVICE”
Do not enter anything into the password field.

Click “OK”.

Click “Next”

o 0 T W

11. For Database Engine Configuration, the installer will then ask you if you want to enable Mixed
Mode or Windows only mode. If you intend on using a SQL Server account to authenticate
Secret Server to your SQL Server, you should select Mixed. Otherwise, choose Windows. Using a
SQL Account is easier to set up Secret Server.

Click the “Add Current User” for the “SQL Server Administrators”.
12. Continue to click next until the “Ready to Install” step is reached. Ensure all of the configuration

options look correct.
13. SQL Server 2008 Express is now installed.

TIP: We recommend running Microsoft Update to get all of the latest service packs and fixes for SQL
2008.

18
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Creating a SQL Server Database

Creating the Database

1. Open Management Studio Express.

2. Connect to your SQL Server database.

3. Right click the “Databases” folder and select “New Database..."
4. Enter a database name and click “OK”

Creating the SQL Server User

1.

L oo N WN

Open Management Studio Express.

Connect to your SQL Server Database.

Expand the “Security” folder.

Right click “Logins” and select “New Login...”
Enter a new username and password.

Select the “User Mappings” from the left menu.

Check the checkbox next to your Secret Server database.

Give the user “db_owner” permission.
Click OK.

19
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Creating Secret Server Website

TIP: Make sure you have the required software installed before attempting to setup Secret Server.

Download the latest version of Secret Server.
Secret Server can be installed in a few different ways:

e Asa Virtual Directory
o Asa Website
e Part of a Website

Installing as a Virtual Directory
1. Extract the contents of the ZIP file where you would like Secret Server to be located on your
system.

a. Windows Vista / Server 2008: Ensure that the folder has the proper permissions on it for IIS.
Ensure that the NETWORK SERVICE Windows Account has Read, Write, and Modify
permissions on the folder where Secret Server is installed. The same permissions should be
applied to the IIS anonymous account, called “IUSR”.

b. Windows 7 / Server 2008 R2: Ensure that the folder has the proper permissions on it for IIS.
Ensure that the NETWORK SERVICE virtual account has Read, Write, and Modify permissions
on the folder where Secret Server is installed.

WARNING: Windows 7 / Server 2008 R2 will default the application pool to a virtual identity,
ApplicationPoolldentity that will be problematic when setting the permissions on the folder so it
is recommended the application pool identity is NETWORK SERVICE.

3. Open the IS Control Panel by going into the Control Panel, then “Administrative Tools” >
“Internet Information Services (lI1S) Manager”.

20
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&= Internet Information Services (IS) Manage|

4. Select “Default Web Site”, right-click it, select “Add Virtual Directory...”.

K5 ) [© » GARVCOLEMAN » Sites » Default WebSite » & < 5 @ -
File  View Help
Connections . Actions
Default Web Site I
L B Explore
295 GARYCOLEMAN (GARYCOLEMAN Kevin | Home Edit Permissions...
I Application Pool .
-zt Application Poels S
[ G by - B2 Edit Sit
4.[5) Sites roup by: Area ' e
€D Default Web Site ASP.NET Bindings..
& Explore “\ (-e Basic Settings...
Edit Permissions... v . View Applications
. o NET NET View Virtual Directories
=" Add Application... pmpilation Globalization
| Add Virtual Directory.. | F T Manage Web Site )
] D 2 Restart
Edit Bindings... o W 3
MET Profile  .NET Roles b Start
Manage Web Site » B Stop
@ Refresh e é:?) Browse Web Site
X Remove NHEEI'IT NI:—_I'U Browse *:80 (http)
rust . SErs —
Browse *:443 (hittps)
Rename Levels £
P " Advanced Settings...
% Switch to Content View — f‘]
— A= ab| Configure
Application  Connection Limits...
Settinas Strinas
@ Help
< m b '—E Centent View Online Help I
9.

Ready

instance, http://myserver/SecretServer.

6. Select the physical directory for where you unzipped Secret Server.

5. Select an alias for your Secret Server. The alias is what will be appended to the website. For

21
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7. Inthe tree, right click the new virtual directory and select “Convert to Application”.

Internet Information Services (IS) Manager

K5 () [ » GARVCOLEMAN » Sites » Default WebSite » SecretServer »

File  View Help

Connections

&

4 ‘5 GARYCOLEMAN (GARYCOLEMAM\Kevin Jones)

Q Application Pools

:A W@ Sites

40 Default Web Site

b ol Seer

el

Explore

Edit Permissions...

Convert to Application

Add Application...
Add Virtual Directory...

Manage Virtual Directery

Refresh

Remove

Switch to Content View

3

T_j SecretServer
- Home

Group by:

ASP.MET

VA

MET NET
Compilation Globalization

B ©

.MET Profile  .MET Roles

9 A

JMET Trust  \MET Users
Levels

-

Application
Settings

&

Machine Key Pages and
Controls

£ .

Connection
Strings

8. Inthe new dialog, click OK.

0 Explore
Edit Permissions...

Basic Settings...

Manage Virtual Directory
Browse Virtual Directory

Browse 80 (http)

Browse *:443 (https)

(.5

Edit Virtual Directory
Advanced Settings...

@ Help

Online Help

22
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9. Change the Application Pool Identity to NETWORK SERVICE. In IIS, click the Application Pools
node, select the one running Secret Server, click Advanced Settings.., and then under Process
Model set Identity to NETWORK SERVICE.

q_il Internet Information Semicé (TIS) Manager " - - | = | Py

D 2 » THYCOPAIRD9 » Application Pools +3) f.} I@Iv
) (e PP

File View Help

Connections - . .
qgl Application Poals —
25 THYCOPARDS (Thycopsir e ¢ E -
W ) — (Thyeopelr®S | s page lets you view an ltion pools are associated Sy sl s tuis |
A a:é; ;fillcatlon Pools with worker processes, corl | | (General) B different applications. Application Pool Tasks
‘@ Default Web Site Filter: NET FramE\.cvorkV.er vz - [ 4
e . = Enable 32-Bit Applic False E ., B Stop
»-[_] aspnet_client Mame Fity Applica
Y dpapi - Managed Pipeline M Integrated E . e Recycle..
g \ED i L ASPINET1 Mame SecretServer icationPoolld... 0 ————
FoE 2} ASP.NET w0 icationPoolld... 0 it Application Fool
- Length 1000
> 4GP ihawu 5} ASP.NET 4.0 Classi Queuetengt icationPoolld.. 0 Basic Settings...
= Reports ‘,==_';‘\ ' val Llassic Start Automatically True b eationPoold.. .
L= ] 1 1 ng...
)3 ReportServer E,,Class!c MET AppPool B CPU orkSer\r!(e g X g i
o Selenium 2} Classic NET AppPoal Limit 0 orkService 2 Advanced Settings...
| £ L
. 3 ss_qa L= DefaultAppPool Limit Action Mokction icationPoolld... 1 Rename
b [E¥ storefront é:"SecretServer Limit Interval (minut 5 uiSeice b X Remove
b (
b ~| StoreFrontPayPal Processor Affinity Er False | View Applications
>~ Thycotic.ihawu.N Processor Affinity M 4204967205 - ]
> 3 Thycoticihawu.N Sl Application Pool Identity -
s to Identity NetworkSerf | .
. H @ bullt-In account
o TOSelen!umHelp Idle Time-cut (minu 20 -
b TOSeleniumTest: Lmd Lleor Deafile Ealen . MetworkService ']
» 3 trustonlinews Identity
[identity Type, username, password] @ (&) Custom account:
the application pool to run as built-in
i.e. Application Pool Identity (recomn
d
QK l ’ Cancel
4| 1] L
Ready €

WARNING: Windows 7 / Server 2008 R2 will default the application pool to a virtual identity,
ApplicationPoolldentity that is problematic when setting the permissions on the folder, so it is
recommended to change the application pool identity to NETWORK SERVICE.

You can use a Domain Service account but since it is significantly more complicated to setup,
so we recommend using NETWORK SERVICE for the initial install. The detailed instructions
for setting the Application Pool to run as a Domain account can be found here.

For more information on Virtual Accounts, please see the section VIRTUAL ACCOUNTS in the

Appendix.

10. See our section on CONFIGURING THE PIPELINE.
11. Secret Server is now ready to be installed. Go to INSTALLING SECRET SERVER .

23
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Installing as part of a Website

1.

Extract Secret Server to the path where your website is (Commonly C:\Inetpub\wwwroot). For
example, C:\Inetpub\wwwroot\SecretServer

a. Windows Vista / Server 2008: Ensure that the folder has the proper permissions on it for IIS.
Ensure that the NETWORK SERVICE Windows Account has Read, Write, and Modify
permissions on the folder where Secret Server is installed. The same permissions should be
applied to the IS anonymous account, called “IUSR_machinename” Where machinename is
the name of the computer.

b. Windows 7 / Server 2008 R2: Ensure that the folder has the proper permissions on it for IIS.

Ensure that the NETWORK SERVICE virtual account has Read, Write, and Modify permissions
on the folder where Secret Server is installed.

WARNING: Windows 7 / Server 2008 R2 will default the application pool to a virtual identity,
ApplicationPoolldentity that will be problematic when setting the permissions on the folder so it
is recommended the application pool identity is NETWORK SERVICE.

Open the IS Control Panel by going into the Control Panel, then “Administrative Tools” >
“Internet Information Services (lIS) Manager”.

Expand the Default Website and locate the Secret Server folder. Right-click it, and select
“Convert to Application”.

Select “OK” in the new dialog.
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6. Change the Application Pool Identity to NETWORK SERVICE. In IIS, click the Application Pools
node, select the one running Secret Server, click Advanced Settings.., and then under Process
Model set Identity to NETWORK SERVICE.

q_il Internet Information Semicé (TIS) Manager " - - | = | Py

D 2 » THYCOPAIRD9 » Application Pools +3) f.} I@Iv
) (e PP

File View Help

Connections - . .
qgl Application Poals —
25 THYCOPARDS (Thycopsir e ¢ E -
W ) — (Thyeopelr®S | s page lets you view an ltion pools are associated Sy sl s tuis |
A a:é; ;fillcatlon Pools with worker processes, corl | | (General) B different applications. Application Pool Tasks
‘@ Default Web Site Filter: NET FramE\.cvorkV.er vz - [ 4
e . = Enable 32-Bit Applic False E ., B Stop
»-[_] aspnet_client Mame Fity Applica
Y dpapi - Managed Pipeline M Integrated E . e Recycle..
g \ED i L ASPINET1 Mame SecretServer icationPoolld... 0 ————
FoE 2} ASP.NET w0 icationPoolld... 0 it Application Fool
- Length 1000
> 4GP ihawu 5} ASP.NET 4.0 Classi Queuetengt icationPoolld.. 0 Basic Settings...
= Reports ‘,==_';‘\ ' val Llassic Start Automatically True b eationPoold.. .
L= ] 1 1 ng...
)3 ReportServer E,,Class!c MET AppPool B CPU orkSer\r!(e g X g i
o Selenium 2} Classic NET AppPoal Limit 0 orkService 2 Advanced Settings...
| £ L
. 3 ss_qa L= DefaultAppPool Limit Action Mokction icationPoolld... 1 Rename
b [E¥ storefront é:"SecretServer Limit Interval (minut 5 uiSeice b X Remove
b (
b ~| StoreFrontPayPal Processor Affinity Er False | View Applications
>~ Thycotic.ihawu.N Processor Affinity M 4204967205 - ]
> 3 Thycoticihawu.N Sl Application Pool Identity -
s to Identity NetworkSerf | .
. H @ bullt-In account
o TOSelen!umHelp Idle Time-cut (minu 20 -
b TOSeleniumTest: Lmd Lleor Deafile Ealen . MetworkService ']
» 3 trustonlinews Identity
[identity Type, username, password] @ (&) Custom account:
the application pool to run as built-in
i.e. Application Pool Identity (recomn
d
QK l ’ Cancel
4| 1] L
Ready €

WARNING: Windows 7 / Server 2008 R2 will default the application pool to a virtual identity,
ApplicationPoolldentity that will be problematic when setting the permissions on the folder so it is
recommended to change the application pool identity to NETWORK SERVICE.

You can use a Domain Service account but since it is significantly more complicated to setup,
so we recommend using NETWORK SERVICE for the initial install. The detailed instructions
for setting the Application Pool to run as a Domain account can be found here.

For more information on Virtual Accounts, please see the section VIRTUAL ACCOUNTS in the

Appendix.

7. See our section on CONFIGURING THE PIPELINE.

8. Secret Server is now ready to be installed. Go to INSTALLING SECRET SERVER .
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Configuring the Pipeline
Secret Server requires that the application pool’s managed pipeline mode be set to “Classic”. This can be
done by changing the Application Pool’s mode or creating a new one.

Tip: It is recommended that you create a new Application Pool if you have other web applications
running on the server. This will help avoid changing the configuration for another application.

Changing the Pipeline Mode
Secret Server is by default placed in the “DefaultAppPool” application pool. You can modify the pipeline
mode.

In the Internet Information Services (1IS) Manager, select the “Application Pools” node.
Double-click the DefaultAppPool.
3. For the “Managed Pipeline Mode” select “Classic”.

i B
Edit Application Pool s

DefaultdppPool

MET Eramework version:

| NET Framework v2.0.50727 -

Managed pipeline mode:

’CIassir_ v]

Start application pool immediately

| ok || Ccance

L

4. Click OK.

Creating a New Application Pool
1. Inthe Internet Information Services (1IS) Manager, right-click the “Application Pools” node and
select “Add Application Pool...”
2. Select a name for your application pool. It does not have to be anything specific.
Ensure that the .NET Framework Version is set to “.NET Framework v2.0.50727"
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4.

For the “Managed Pipeline Mode” select “Classic”.

Add Application Pocl

Mame:

MyMewhpplicationPool

MET Eramework version:

[ B b a0 0 S0

Managed pipeline mode:

| Classic -

Start application pool immediately

Click “OK”.
Right click the Virtual Directory in Internet Information Services (IIS) Manager, select “Manage
Application” -> “Advanced Settings...”
In the new Window, change the Application Pool to the one we just created.

wessorss N, el

B (General)
Applicaticn Pool MyNewApplicationPool E]
Physical Path CAlInetpub\wwwroot\SecretServer

Physical Path Credentials
Physical Path Credentials Logon Type  ClearText

Virtual Path /SecretServer
E Behavior
Enabled Protocols http

Application Pool
[applicationPocl] Configures this application to run in the specified application pool.
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Installing Secret Server
Secret Server is now ready to begin installation through its installer. Open a browser and browse to

where your Secret Server is located, for example: http://localhost/ss.

Secret Server has a 5 step installation process:

1.

6.

This step ensures that Secret Server has write access to its location. You must give the correct
account write and modify permissions. Once the permissions are set, click “Next”.

TIP: If you don’t want to change the permissions of a folder, you can give Secret Server a
Windows Username and Password that does, and Secret Server will “impersonate” as that
user during the installation process.

TIP: Secret Server only needs write permission during installation and upgrade. You can
remove the write and modify permissions once the installation process is complete.

Step two creates your unique encryption key. Click “Next”

Step 3 is where you specify the database.

If Secret Server is installed on the same machine as SQL Server, you can specify (local). If you are
using a named instance of SQL, specify a slash then the instance name, for instance:
(local)\InstanceName.

NOTE: Secret Server does not create the database for you. You must create the database
yourself. See CREATING THE DATABASE.

Enter the SQL Username and Password if using SQL Server Authentication, or select Windows
Authentication. To create a SQL Server user, see Using Windows Authentication.

Secret Server will now attempt to download, and install the latest version from the internet. You
must have an active internet connection. If you do not, Secret Server will continue to install the
current version.

Secret Server will ask you to agree to your End User Licenses Agreement. If you do, click
continue. Secret Server will then configure your database.

Secret Server will now ask you to create your first user.

Secret Server has now successfully been installed.
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Appendix

SQL Server 2008 Express Prerequisites
SQL Server 2008 Express requires some software to be installed before it can be installed.

TIP: Only the Express Edition requires these components to be installed separately. If you are installing
another edition of SQL such as Standard or Enterprise, these components will be installed for you.

1. Windows PowerShell 1.0.

Microsoft .NET Framework 3.5 SP1.

See our System Requirements for information about the .NET Framework 3.5 SP1.
3. Windows Installer 4.5.

Get Windows Installer 4.5.

Installing PowerShell

Windows Vista
Simply download and run the installer that you can download here: Get PowerShell 1.0

Windows 7
Windows 7 includes PowerShell 2.0. There is no need to install anything.

Windows Server 2008 / Windows Server 2008 R2
Open the “Server Manager”

Select “Features” on the left.

Select “Add Features”

Check “Windows PowerShell”

Click “Next”

Click “Install”

o Uk wnN PR

PowerShell is now installed for Windows Server 2008 / Server 2008 R2.

Virtual Accounts

Virtual Accounts, or Managed Service Accounts, is a new feature in Windows 7 and Windows Server
2008 R2. Windows will create a virtual account for the name of the Application Pool. Thus, if your
Application Pool’s name is “DefaultAppPool” and its identity is set to “ApplicationPoolldentity”, then you
would assign folder permissions to the account “lIS AppPool\DefaultAppPool”.

Recommended: To assign the identity to NETWORK SERVICE to avoid the issues with virtual accounts.
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