SQL Server Mirroring

The purpose of this document is to describe in detail the process of configuring Secret Server and SQL
Server 2008 for a high-availability environment using Mirroring. The contents of this paper include:

e Configuring SQL Server 2008 for database mirroring with a Failover Partner and a Witness
e The encryption used between the Primary Database and the Mirror Database
e Configuring Secret Server to use Mirroring to achieve high availability

Introduction

Three different SQL Server instances are required to implement this scenario: the Primary database, the
Mirror database, and the Witness. The Primary database is the main application database. The Mirror
database replicates all of the data on the Primary database in a transactional manner. The Witness
server is responsible for monitoring the health of the Primary and Mirror database and initiating failover
if necessary.

In the setup described here, Mirroring operates in synchronous mode, which means that a transaction
does not commit on the Primary database until it has committed on the Mirror. This article provides a
detailed overview of synchronous mirroring:

http://msdn.microsoft.com/en-us/library/ms179344.aspx

Setting up the databases for Mirroring

In order to initiate database mirroring, the databases on the Primary and Secondary must have the same
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initially set up mirroring, we must take a full backup of the database on Primary and then restore it onto
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must be selected.


http://msdn.microsoft.com/en-us/library/ms179344.aspx
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SQL Server Configuration

The SQL Server instances should all be running under the same domain account. It is possible to run
under different accounts but the configuration is more complex and not supported by Thycotic technical
support.

Each SQL Server instance should be configured to listen on TCP.



Configuring Mirroring

To configure mirroring, right click on the database on Primary and select Properties and then Mirror.
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On step 2 select all of the Mirroring roles (Primary, Mirror, and Witness)

On this screen we need to select the current (Primary) server from the dropdown and enter a

port that the Primary SQL server will use to communicate with the other servers. Selecting the
WOYONRLII RIFGF &Sy checkbdk Wilcdask RC4 énéyptibn t&by iRddbA V (i Q

encrypt data sent through this endpoint. The endpoint name is there only so that one may

reference the endpoint later. The port selected here must be open for TCP communication on
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l.(nnﬁgure Database Mirroring Security Wizard - |EI|£|

Principal Server Instance il
Specify information about the server instance where the database was originally '
located. r

| -

Principal server instance:

[TEsTsqLPRI =]

Specify the properties of the endpoint through which the principal server instance will accept
connections from the mirror and witness server instances:

Listener port: ¥ Encrypt data sent through this endpaint
5022

Endpoint name:
Irvlirru:uringl

MOTE: If the principal, mirror or witness are instances on the same server,
their endpoints must use different ports.
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4. Next, we enter similar information for the Mirror server instance, providing credentials to access
the Mirror server.

"I(ﬂl‘lﬁl]lll‘e Database Mirroring Security Wizard -0l x|
Mirror Server Instance Y
Specify information about the server instance where the mimor copy of the §

databaze will be located.

&

Mirrar server instance:
[TesTsqLsEC =]

Connect... |

Specify the properties of the endpoint through which the mirror server instance will accept
connections from the principal and witness server instances:

Listener port: ¥ Encrypt data sent through this endpaint
5022

Endpoint name:
IMirru:uring

NOTE: If the principal, mirror or witness are instances on the same server,
their endpoints must use different ports.

Help | < Back | Mead = Birish == Cancel |




5. The same information is entered for the Witness Server, providing credentials to access the
Witness server.

'Itnnﬁgure Database Mirroring Security Wizard - |EI|£|

Witness Server Instance f "“|
Specify the server instance that monitors the status of the principal and mimor
server instances. |
'l-""/

Witness server instance:
[THYCoPAIR 1 =l Connect... |

Specify the properties of the endpeint through which the witness server instance wil accept
connections from the principal and mirror server instances:

Listener port: ¥ Encrypt data sent through this endpaint
5022

Endpoint name:
IMirru:uringl

MOTE: If the principal, mirror or witness are instances on the same server,
their endpoints must use different ports.

Help | < Back | Mead = Finish == Cancel |
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6. Next, we are prompted for Service Accounts. The endpoints that were created in steps 3, 4, and

5 were created so that only the user whose credentials were used to connect to the machines
can access them. In order to grant permission on the endpoints here, enter the name of the



domain user that SQL Server runs under in all three text boxes.

¥ 3 Configure Database Mirroring Security Wizard i 10l x|

Service Accounts Y
Specify the service accounts of the server instances. F

For SQL Server accounts in the same domain or trusted domains, specify the service accounts
below. If the accounts are non-domain accounts or the accounts are in untrusted domains,

leave the textboxes empty.

Service accounts for the following instances:

Principal: Witness:
[OFFICE sqftest [OFFICE \sqftest
Mirror:

JOFFICE \sqltes]

Ater you specify the service accounts, logins will be created for each account, f necessary,
and will be granted CONNECT pemission on the endpoints.
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How Secret Server Supports Mirroring

On step 3 of the installer, the name of the Mirror server should be entered under the Advanced section.
Note that the credentials used to access the Primary database must also be valid on the Mirror database

for Failover to work.



3. Database Access

Can connect to a valid database with sufficient permissions?
Microsoft SQL Server (2005, 2008, Express)

Y You will have to create this database catalog manually.
This can be done in Microsoft Enterprise Manager or Microsoft Query Analyzer.

SQL Server (server name or IP) TESTSQLPRI For example: localhost
(local)
MYDBSERVER

localhost\SQLEXPRESS
Database or Catalog SecretServer

@ windows Authentication
' SQL Server Authentication

Advanced (not required)

Enable SSL Encryption V| what is this?

@artner TESTSQLSEC w@

(Requires SQC Server corfrguratiorrchiange)

Testing Mirroring

Open SQL Server Enterprise Manager and right click thet NA Y NB RF Gl o6FasS | yR &
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switch roles and become the Mirror database. The Mirror database will become the Primary. Clients

using the application should be able to continue as before. One request may fail before Secret Server
begins making requests to the new Primary database. This step is necessary to verify that Failover will
function correctly in the event that the Primary server is unavailable or inoperable.



Database SSL Configuration

The following article covers the basic steps in configuring SSL for SQL Server 2008 Enterprise Edition:

http://technet.microsoft.com/en-us/library/ms189067.aspx

The certificate authority used for the SSL certificates must be trusted on all of the machines that are a

part of Secret Server's installation. The SQL Server service account must be granted access to the

certificate. This can be accomplished through the Certificates snap-in in Microsoft Management Console

in the by selecting the certificate and then navigating as shown below:

F= Consolel - [Console Root\Certificates {Local Computer)\Personal\Certificates] =[]
File Action View Favorites Window Help ‘ |5 =l

e[ A[F] & = IRE = >

| Console Root Issued To = Expiration Date | Actions

=] ﬂﬂ Certificates {Local Computer) E.com Thycotic Root Authority

- Open Certificates
= | Personal
| Certificates Al Tasks e Mare Actions
| Trusted Root Certification Authorities 5
| Enterprise Trust Cut Request Certificate ':i\'\ﬂﬂ Mew Key... TESTSQLSEC.office.thycotic.com
| Intermediate Certification Authorities Copy Renew Certificate with New Key... More Actions

| Trusted Publishers Delete
| Untrusted Certificates

| Third-Party Roat Certification Authorities
| Trusted Peaple Help Export...
| Remote Desktop

| Certificate Enrollment Requests
~| Smart Card Trusted Roots

Manage Private Keys...
Properties Advanced Cperations. .. 3
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Grant the user that SQL Server runs under read permissions.

Ensure that SSL is enabled for both the Primary database server and the Mirror server. It is not
necessary to configure SSL on the Witness server.

Selecting the Enable SSL Encryption option on page 3 of the Installer as shown below will ensure that the

application uses SSL encryption when it connects to the database.


http://technet.microsoft.com/en-us/library/ms189067.aspx

3. Database Access

Can connect to a valid database with sufficient permissions?
Microsoft SQL Server (2005, 2008, Express)

Y You will have to create this database catalog manually.
This can be done in Microsoft Enterprise Manager or Microsoft Query Analyzer.

SQL Server (server name or IP) TESTSQLPRI For example: localhost

(local)
MYDBSERVER
localhost\SQLEXPRESS

Database or Catalog SecretServer

@ windows Authentication
7 SQL Server Authentication

Advanced (not required)

@ SSL Encryption [¥] what is this? -

Failover Partner TESTSQLSEC What is this?
(Requires SQL Server Configuration change)




